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Cost of Advanced Designs (SMM) s“c

SH CONSULTING
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SHC RISC-V Chip scope
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SOC

SH CONSULTING

Linux IoT products LLinux and RTOS in IoT RTOS IoT products
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Amazon Greengrass

== Micrespltizire Raspberry pi, PCs, Large IT cloud provicers i -
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Concept 1 (2019) = Divide the system into small MCUs 56C
Partially supplies power to only the operating parts to save power steonsuimine
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Implementation 1 = Partially powered Secure RTOS loT @€

SH CONSULTING
MARMOT = Microdevice Architecture Resistant to Malware,
Obstractions and Tampering
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Concept 2 (2020) = Power supply status monitor + SHC
power supply chip for partial power supply SH CONSULTING

Power Supply Unit Board (PSU)
BR1=—y,OEMR(PSU)

The 26-pin header contains an 12C interface to control

Shunt terminals to specify lithium-ion battery serial the following four ICs and interrupt request pins from
Six 3.3V power rails and configuration these ICs: (1) an IC to control MPPT of solar panel
grounds that can be UFHLAAVBEIERIEER YU MNEF voltage and current, charge/discharge control of

lithium-ion battery, and integrated control of USB-C
protocol, (2) an IC to control GPIO to turn on/off six
power islands, (3) a buck regulator IC for 3.3V power
supply, and (4) an IC to control USB-C protocol. The
header also includes output pins for measuring the
current consumption of the six power rails supplied by
the PSU, which are to be connected to an
analog-to-digital converter.

26EAYF[E, LLTDADD ICEHIET B 12>
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S : : B . 56 DDBRL—IVICEITHHEBRERZANETS
=HOEDIEFEEMLTEY. Chold7+nd
FTOANAVN—RIEHREINET

turned on and off
independently by software
control
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Lithium ion battery charge state

PV panel state indicator LED A e N v
KIBXREE/ N NRIVKERTRLED U ot ey R

PV Panel Input Terminals

: USB-C Port Activity Indicator LEDs
KBXFEE/NRILADEHF

USB-CifiFiR R RALEDH

Thermistor terminals ¥or battery
temperature measurement

TRREHEAY —SRAHT iy

Lithium-ion battery USB-Cim+

charging/discharging port
UFHLAAEM Reset Button (Not a Usual System Reset as Critical States are Preserved)
FEREOD DEybRE GEEDOV AT LY EyhERFRLY BEELREBEIRIFESND.)




Implementation 2 (2022) = MARMOT SENSOR ENDPOINT (Right) gosstﬁ
and GATEWAY (Left)
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MARMOT Gateway Current Consumption SHC

2022/07/22 SH CONSULTING

400 -
= wifi current (mA)
- — lte current (mA)
E 0 — lora current (maA) W
£ 200 2022-07-22 10:42:08 2022-07-22 22:05:15
g S S—
l‘310&- P W 1 Iy | 1 Lo 1 I 1 1 Ll 1 Lol ) l‘;_ Lolh .l
° 0 1000 2000 3000 Battery| Current 4000 5000 6000
2007 2022-07-22 17:21:22
E o | ———— | move the system to home
[ Ibat gw = gateway|battery current
S —200
—400 -
0 1000 2000 3000 Battery Vol 4000 5000 6000
4.25 A
200 WWW“M
$3715] —=———"—— 2022-07-22 16:14:13 o 3.4
— i Y
2 350 Vbat gw = gateway battery voltage weak sun e N
3.25 -1
3.00 T T T T T T
0 1000 2000 3%Mar Vol and Temperture#000 5000 6000
30 L
| —— temperature oC —— solar vol (v) “
_ . ] 1359
s 204 - T gw = gateway temperature 0¥
§ ] 25 3
10 Vpv gw = gateway solar voltage &
| \ \ [20
04 . . : : * . . T
0 1000 2000 3000 4000 5000 6000

(c) SH Consulting KK 2019 - 2023 9



SH CONSULTING

MARMOT Endpoint Current Consumption
2022/07/22
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Marmot AWS Remoto OTA Software

Updade 2021

Cloud Database  Cloud IoT Device Management  Cloud IoT Service
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Device —— Streaming —— Update —— Streaming «——~ MQTT
Firmware Job
IoT Device
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Digital Certificate Serial Bus
IoT Certificate

Admin Other

Microcontrollers

O =
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*) PAL = Physical Abstraction Layer

SOC

SH CONSULTING

Cloud IoT Service
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Statistics from FreeRTOS RISC-V Porting 2021~ 29€

SHC ported FreeRTOS to RISC-V and calculated the required memory
size for each.

(D Secure connection to AWS using ATECC608A (commercially
available secure MCU)

Flash: 219.5KB + size of the program body

RAM: 32.87KB is required.

@ OTA

Flash: 251.36KB + firmware size = minimum 500KB or more required
RAM: 36.07KB

Is necessary.

(c) SH Consulting KK 2019 2020 2021 2022 12



Relationship between AWS loT, AWS loT Core, and
AWS cloud services

E device defender i web console E

i ; :
_______________ I I % h— %
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Concept 3 (2022) = 56C

Large capacity external memory support SH CONSULTING

1 Configuration (# of Build)

Protective

/ PC Used as LoRa Master /Host L~~~ ...~~~ ["———— it
(c) SH Consulting KK 2019 - 2023 Louvre

5G Gateway | Endpoint (40) Diversity 4G GNSS WiF LoRa
utilizes Present PSU Units
*) Actuator / Sensor /0 il isiisee sl el St S p—---=-=-=-====== = I
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Utilization of open source technology SOC

SH CONSULTING

June 2022 September 2022 December 2022
MPW shuttle 6 MPW Shuttle 7 MPW Shuttle 8
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JASA chip manufacturing leveraging eFabless

Engineering Samples

Evaluation Boards

T{JF}CGU[ Date

Delivery Date

Bare Die Option

Reram Support

Cl12309

100 QFN
Yes
september 11, 2023

February 28, 2024
v

v

Request Quote

Chiplgnite

Cl1231

100 QFN
Yes
November &, 2023

March 29, 2024
v

v

Request Quote

(c) SH Consulting KK 2019 -

chiplgnite shuttle Schedule

Cl 2404

100 QFN
Yes
April 24, 2024

September 15, 2024
v

v

Request Quote

2023

Cl 2406

100 QFN
Yes
June 3, 2024

October 25, 2024
W

v

Request Quote
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SOC

SH CONSULTING

MARMOT chip spec

3.3V
RTC gg; Vee —= Rg(;trg:;l;gst I/O Expander —* Resets
Power Cha <—— Interrupts
Supply | 12¢ | [
i __MARMOT ASIC _
(PSU) iSense SPI
Chl-6 ADC SPI Caravel Oscillator
Harness
1 #—— Master Reset
Reset
JTAG
bl Debug [JTAGDebug | | |° AV Vec ChD 3.3V Vee Chs
16KB 16KB UART ‘
Reset Reset j-cache || RAM GPS
3.3V Vce Ch3 3.3V Vce Ch2
1 | RISC-V Complex UART External
Peripheral Complex Sensor |/O
saae | | Riscy | uARt SubGHz -
. 2 Long 12C nv SenSOl:S
Mobile WiFi (g:;') Raft Temp, Humid
7S Wireless |ADC | Accelerometer
QPI/SPI / \ Reset _ | Usser Analog
3.3V Vee Chl onsors
PSRAM Ethernet Flash PSRAM = SPI
10/100 base-t memory Flash

Al o W7 AT N alalatel
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JASA chip design flow

A SoC Wish List ’ Caravel Firmware ’

SoC Description in Chisel Init, Monitoring, Debug

| The Rocket SoC Generator

Caravel SoC Harness
/ \ |
FPGA RTL Harness RTL
| | \ Z
_Yosys_+nextpnr | The OpenlLane Flow

Bitstream Sky130 GDS Il Layout Data
Lattice ECP5 Eval Board eFabless MPW
MPWlChips
; RISC-V IDE Tools \ MPW Chips ‘ Caravel EVB
Code and Executables Breadboarding
User system

SOC

SH CONSULTING

Xschema
Circuit schematics
’ KiCad ’

Gerber and BOM
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Marmot Gateway device deployment example  9O€

SH CONSULTING

_______ Separate Solar and Electronics . Round
Camera Can Swivel (Iittle) and Pole
f’l?f"""f""’HaI’neSS Pan Tie

e South «——

Dowin{ North Down  North
o The harness
i ii | system can
L T \ : be also bolted
] °” | down to a

Fie i T N gyt O sy rface.

DOWI’] Camera C .

' Camers Can Swivel — f e amera can be
T And Pan mera separated by

Imround cord
(c) SH Consulting KK 2019 - 2023



MARMOT Endpoint deployment example 560C

Enclosure B

Enclosure A

! Ant%

Solar

Panel

SUNYO
SY-M5W

185 x 251 x 17

———

OB13-21-6W
l ;
| @
Enclosure C
. WGV15-21-6W

TR / Recommended toraun

South—

(c) SH Consulting KK 2019 - 2023

SH CONSULTING

Antenna Holder
Sun Shade
Channel

15 x 2 x 251

Enclosure 1

Attached to
Pole or Wall

Efnclosurefa
SPC!\/I081306
Encl@_s_ure 2

————_—__———_’



MARMOT Gateway | Endpoint device SHC

SH CONSULTING

IP67/1P68 SMA Antennas

Ext Sensor <

T
ivFNnnna

Solar Panel <(m==m

21



MARMOT Gateway | Endpoint 56C
rSoIar Panel integration

(c) SH Consulting KK 2019 - 2023 22



MARMOT Gateway | Endpoint SOC
1 board + case assembly

Case specifications

Takachi Electric Industry Co., Ltd.
WP11-15-4

IP68 waterproof box

IP NETWORK PLASTIC BOX
Standard price 1000 yen

Vent + Groud processing scheduled

23



MARMOT Gateway | Endpoint 1 board solution SHC

IMEE IR K =
LTE R EY 2 — L +
ESP32 AR ES 2 —JL +
LoRa 1 piece base cost =
LTE wireless module +
ESP32 wireless module +
LoRa wireless module +
GPS wireless module +
10~15 USD BOM +
Board + Assembly
We are currently estimating the
first lot of b pieces in Japan.

24




Single board layout floorplan G"C

 Power control, communication, and
processing are integrated in 1 board.

- When we measured operating current,
power consumed by the wireless
communication modules are
dominant. Internal MCU power
consumption is not dominant.

* The network, wireless protocols, and
security software stack is large and
convoluted.

* [nitial schemes to reduce operating
power partially power was not very
effective.

* The design was done using KICAD.

T ® @ ® u © 7§

o
o
o
o
o
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o
o
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Comparison of loT cloud services SOC

SH CONSULTING

« AWS IoT:
* loT Core: Easy device connectivity to the cloud
* loT Device Defender: Security auditing and monitoring of loT configurations
* loT Analytics: Analyzing loT data
* loT Greengrass: Run Lambda functions locally and send MQTT messages on devices
* Azure loT:
* loT Hub: Provides bidirectional communication between loT applications and their managed devices
* loT Central: A SaaS solution to connect, monitor, and manage loT assets
 loT Edge: Executing cloud intelligence directly on loT devices
» Google Cloud loT:
* loT Core: A managed service that connects, manages, and ingests data from devices.

» Edge loT: Edge computing functions running on Android Things and Cloud loT Edge



Comparison of loT cloud services: Integration &&C
Of CIOUd Ser\[ice SH CONSULTING

« AWS loT: Powerful integration with other AWS services such as

Lambda, SageMaker, and Kinesis.

* Azure loT: Seamless integration with other Azure services such as

Azure Functions, Azure Stream Analytics, and Azure Machine Learning.
« Google Cloud loT: Can be integrated with other Google Cloud services

such as Pub/Sub, Dataflow, and Al Platform.



SOC

SH CONSULTING

FTEH|oTH—E RELB: RFEY — I

« AWS loT: AWS |oT Device SDK % 121,
e Azure loT: B D EZ TcDHSDKIEMH, Azure loT Workbenchy —IL 3 B 7R — k

 Google Cloud loT: Cloud loT Device SDK#% 12,

(c) SH Consulting KK 2019 - 2023 28



Components of Azure Sphere SHC

SH CONSULTING

« Azure Sphere MCUs (Microcontroller Units): Custom chips developed by Microsoft's hardware
partners based on Microsoft specifications. MCUs constitute real-time and application processors
with embedded network connectivity. Contains security technology configured by Microsoft to
provide ROT of on-chip hardware.

* Azure Sphere OS: An operating system designed specifically for loT applications. A
customizedversion of Linux built by Microsoft to provide multiple layers of security. Azure Sphere
OS consists of a custom Linux kernel, a hardware abstraction layer, and a set of security services
that provide a secure software environment for applications.

» Azure Sphere Security Service: Cloud-based service performs device-to-device and device-to-
cloud communication. Certificate-based authentication is used, and only authenticated devices can
connect to Azure Sphere services. Detect new threats and push OS and app updates to devices.



SOC

SH CONSULTING

Azure Sphere features and benefits

A project from Microsoft, it sets loT security standards and ensures that
devices are secure by default and remain secure throughout their lifecycle.

« End-to-end security: Azure Sphere provides security at every layer from
hardware to OS to cloud.

« Over Air Updates (OTA): Azure Sphere supports OTA updates. Security
patches and application updates can be pushed remote devices.

« App development: Developers can use Visual Studio to create applications
for Azure Sphere and leverage Azure services e.g. analytics and databases.

« Secure device authentication: Azure Sphere devices use certificate-based
authentication to ensure secure communication with the cloud.

« Continuous security improvements: Devices benefit from continuous security
Improvements, threat detection,-and security notifications.

(c) SH Consulting KK 2019 - 2023 30



S6C
Azure Sphere MCUS SH CONSULTING
(Azure Sphere Microcontroller Unit)

« Azure Sphere MCUs are manufactured to MS specifications. The company is
partnering with semiconductor companies to manufacture custom chips.
Partners producing Azure Sphere MCUs include:

« MediaTek: MT3620 was the first Azure Sphere certified MCU. It integrates an

ARM Cortex-A7 application processor, an ARM Cortex-M4 |/O subsystem,
and provides built-in support for Wi-Fi.

« NXP Semiconductors: NXP is working with Microsoft to make its .MX 8
series chips compatible with Azure Sphere. Designed for graphics, machine
learning, and various loT apps.

« Qualcomm: Announced collaboration with Microsoft on Azure Sphere. The
company aims to produce cellular-connected MCU solutions. It facilitates loT
devices that require cellular connectivity, such as-in-remote-areas.

31



SOC

SH CONSULTING

AWS loT Core Overview (Introduction)

AWS loT Core is a service for people looking to build loT on the AWS platform.
Process and route large numbers of devices and real-time communication

messages to AWS endpoints and other devices.

Connectivity: Supports HTTP, WebSockets, and MQTT, a lightweight
communication protocol designed specifically for low-bandwidth connected
devices. It also supports MQTT over WebSockets protocol.

Security: Provides mutual authentication and encryption at all points of
connection, so no data is exchanged between your device and AWS loT
Core without verification and authentication. Use X.509 certificates for
authentication.

Device Registry: There is a device registry to track devices connected to
your app. Organize devices, manage metadata, and quickly search and
navigate device lists.

Device Shadow: A JSON document for storing and retrieving current state
Information of a device. Allows apps to interact with offline devices.

(c) SH Consulting KK 2019 - 2023 32



SOC

SH CONSULTING

AWS loT Core Overview (continued)

Rules Engine: Provides message processing and integration with other
AWS services. It can evaluate incoming messages published to AWS loT
Core and transform and deliver them to another device or cloud service
based on defined business rules.

Integration with AWS Services: AWS loT Core integrates with other AWS
services to enable actions such as writing data to Amazon DynamoDB,
invoking Lambda functions, or sending data to Amazon Kinesis.

SDK: AWS provides a software development kit (SDK) for embedding
AWS loT Core functionality into your devices. These SDKs make it easy
for devices to connect, authenticate, and exchange messages with AWS
loT Core.

(c) SH Consulting KK 2019 - 2023 33



SHOC
AWS IOT Coresecunty SH CONSULTING

loT devices will increase and be integrated into work. AWS loT Core's security
mechanisms provide the robustness to ensuring a secure loT ecosystem.

Mutual Authentication: Supports mutual authentication where the server
and device confirm each other's identity. No data is exchanged between the
device and AWS loT Core without a verified identity. For this purpose,
devices use X.509 certificates. AWS loT Core allows you to create, deploy,
and manage these certificates.

Encryption: All data sent between your device and AWS loT Core is
encrypted using Transport Layer Security (TLS). It also provides encryption
for stored data.

Authentication: Fine-grained authorization is performed using AWS Ildentity
and Access Management (IAM). User can set policies to determine what
devices and users can do (e.g. publish or subscribe to topics).

Root of Trust (RoT): RoT is a trusted function within a computer that is
always trusted by the device's operating system. AWS loT Core works with
AWS loT Device Defender to help device manufacturers establish security
by implementing a hardware root of trust on their devices.

(c) SH Consulting KK 2019 - 2023 34



SOC

SH CONSULTING

AWS loT Core Security (continued)

Device Shadow: Uses a JSON document called a "device shadow” to store
and retrieve the current state of a device. This acts as a reliable
iIntermediary between the app and the device, even when the device is
temporarily unreachable.

AWS loT Device Defender: AWS loT Device Defender allows for continuous
auditing of loT configurations. Monitor [oT device activity and identify
anomalies and potential security breaches.

Diverse device support: Support a wide variety of devices, from
constrained devices (such as simple sensors) to computationally capable
edge devices.

Secure device onboarding: AWS loT Core provides secure and scalable
device onboarding without manually provisioning each device.
Over-the-Air (OTA) updates: Supports OTA updates when combined with
AWS loT Device Management.

(c) SH Consulting KK 2019 - 2023 35



SOC

Microchip RoT (Root of Trust) integration on AWS loT Core SH CONSULTING

Secure Element: A secure element chip, such as Microchip's ATECC608A,
Is a cryptographic device that stores private keys in a protected hardware
environment. The chip is designed to keep private keys used in

cryptographic operations safe from physical and software-based attacks.

Provisioning: Microchip's secure provisioning solutions help loT devices
securely and uniqguely identify themselves in the cloud. ATECC608A's Trust
Platform provides devices pre-provisioned with unigue keys and
certificates, allowing devices to be securely authenticated by AWS loT
Core from the moment they are taken out of the box.

End-to-end security: Integrating Microchip's Secure Element chip with AWS
loT Core creates an end-to-end secure connection. Private keys stored in
the secure element are used in TLS secure sessions with AWS loT Core to
ensure data confidentiality between loT devices and the cloud.

(c) SH Consulting KK 2019 - 2023 36
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SH CONSULTING

Microchip’s RoT (Root of Trust) integration on AWS loT
Core (continued)

Mutual Authentication: Mutual authentication is achieved with a private
key securely stored on Microchip's RoT device and a corresponding
certificate registered with AWS loT Core. This not only verifies the
device by the cloud, but the device also verifies the authenticity of the
AWS loT endpoint.

Integration with AWS loT SDK: Microchip provides software libraries and
integrations that make it easy to work with AWS loT Core. By combining
the AWS loT SDK with libraries provided by Microchip, developers can
accelerate the deployment of secure loT applications.

Lifecycle Management: The combination of Microchip's RoT solution
and AWS loT Core provides secure device lifecycle management to
ensure devices are safe from manufacturing, provisioning, deployment,
and finally decommissioning.

(c) SH Consulting KK 2019 - 2023 37
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