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More than half of the cost of chip 
development is functional confirmation, 
functional verification, prototype, and 
software.



Application

Cloud

RTOS

Board

SHC RISC-V Chip scope
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Chip
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Linux and RTOS in IoT

IoT cloud
service
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Linux IoT

Raspberry pi, PCs, 
Servers to HPC

Broad range of apps

Kernel code = 28M lines

RTOS IoT

Large IT cloud provicers
acquired proven RTOS
to power IoT stack

Device code = 100K lines

DRAM size = 16MB

Power consumption
50mW ~ 450mW

DRAM size = 4GB

Power consumption
2W ~ 50W

Corporate development 30%Corporate development 30%

Google Android 
Things

2016-2019
（withdrawed）

Amazon Greengrass
2016-

Microsoft Azure  
2008-

Amazon FreeRTOS
2017-

Microsoft Azure 
RTOS  2019-

Google Fuchsia
2022new development

RTOS IoT productsLinux IoT products
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Concept 1 (2019) ⇨ Divide the system into small MCUs
Partially supplies power to only the operating parts to save power
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MARMOT GATEWAY

Implementation 1 ⇨ Partially powered Secure RTOS IoT
MARMOT = Microdevice Architecture Resistant to Malware, 
Obstractions and Tampering



Concept 2 (2020) ⇨ Power supply status monitor + 
power supply chip for partial power supply
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(c) SH Consulting KK 
2019 - 2023

Implementation 2 (2022) ⇨ MARMOT SENSOR ENDPOINT (Right) 
and GATEWAY (Left) 



9

Ibat gw = gateway battery current

Vbat gw = gateway battery voltage 

Vpv gw = gateway solar voltage

T gw = gateway temperature
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MARMOT Gateway Current Consumption
2022/07/22
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MARMOT Endpoint Current Consumption
2022/07/22



Hardware
Root of Trust

IoT
Admin

MQTT

Digital
Certificate

Digital
Certificate

Cloud Database

RISC-V SoC
with WiFi

Other
Microcontrollers

RISC-V
Microcontroller

Serial Bus

Cloud IoT Device Management Cloud IoT Service

Serial
Bus

Serial Bus

OTA Agent

OTA PAL*

TLS | MQTT

Device
Audit | Log

Environmental
Sensors

PKCS#11
APIs

*) PAL = Physical Abstraction Layer 

IoT
Device

Firmware
Streaming

OTA
Update

Job
Streaming

Cloud 
IoT App

Marmot AWS Remoto OTA Software 
Updade 2021

IoT Device

Cloud IoT Service
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Statistics from FreeRTOS RISC-V Porting 2021

SHC ported FreeRTOS to RISC-V and calculated the required memory 
size for each.

① Secure connection to AWS using ATECC608A (commercially 
available secure MCU)

Flash: 219.5KB + size of the program body

RAM: 32.87KB is required.

② OTA

Flash: 251.36KB + firmware size = minimum 500KB or more required

RAM: 36.07KB

Is necessary.
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Relationship between AWS IoT, AWS IoT Core, and 
AWS cloud services
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1 Configuration (# of Build)
5G Gateway | Endpoint (40)
utilizes Present PSU Units
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***) Takachi PMF-12HAB

.
***) Takachi Louver with hood V series 
V60/V60S/V80/V80S

*) Actuator / Sensor I/O
ADC, DAC, GPIO, 
4-Channel Timer Comparator

**) Mini PCIe Slot
TE Connectivity AMP Connectors 2041119-2

SX1276/
77/78/79

SHT31

ATECC
608B

ESP32
S3

Flash
PSRAM

SD-Card
eMMC

Quectel
E21-J

PCIe Card
Mini PCIe slot**

5G MARMOT 
Endpoint / Gateway 

Concept Plan B

PSU

User 
Actuator
Sensor

Actuator/Sensor*
I/O Patch

USB Power Adaptor
/ PC Used as LoRa Master / Host

1

1

2

4

N Indicates PSU Power Rail

GNSS
LTE-
4G WiFi LoRa

3

E2PROM
BR24G32N

UX-5TR
Rohm

SIM
Carrier

Startup Control, Sleep

Reset
SPI

Protective
Vent***
Louvre

UART / USB

T5838

5G Gateway : 18650 4S4P
Endpoint : 4S1P
or more

Flexible I/Os

Diversity

32KHz Xtal
Oscillator

USB

OV2640

6

Concept 3 (2022) ⇨ 
Large capacity external memory support



Utilization of open source technology

June 2022

MPW shuttle 6

Power management RISC-V

September 2022

MPW Shuttle 7

Power management RISC-V

December 2022

MPW Shuttle 8

Motor control SH2



JASA chip manufacturing leveraging eFabless
ChipIgnite
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Marmot Gateway device deployment example

Camera
Can Swivel
And Pan

Solar and Electronics
Can Swivel (little) and
Pan Tie-

Down

Tie-
Down

Camera can be 
separated by 
1m round cord

The harness 
system can 
be also bolted 
down to a 
surface. 

Separate
Camera
Harness

South
North

Camera
Camera

North
Tie-
Down

Tie-
Down

Round 
Pole
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MARMOT Endpoint deployment example

Camera
Enclosure

SPCM081306

Solar
Panel

SUNYO
SY-M5W

185 x 251 x 17

Antenna Holder / 
Sun Shade
Channel
15 x 2 x 251

7 Antennas

Enclosure A
OB13-21-6W

Enclosure 1

Enclosure 2
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Attached to 
Pole or Wall

Enclosure B
WP15-21-6

South

Enclosure C
WGV15-21-6W
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MARMOT Gateway ｜ Endpoint device
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MARMOT Gateway ｜Endpoint
Solar Panel integration
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MARMOT Gateway ｜Endpoint 
1 board + case assembly

Case specifications
Takachi Electric Industry Co., Ltd.
WP11-15-4
IP68 waterproof box
IP NETWORK PLASTIC BOX
Standard price 1000 yen
Vent + Groud processing scheduled
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MARMOT Gateway ｜ Endpoint 1 board solution

１枚基盤コスト ＝
LTE 無線モジュール + 
ESP32 無線モジュール + 
LoRa 1 piece base cost = 

LTE wireless module + 
ESP32 wireless module + 
LoRa wireless module + 
GPS wireless module + 

10〜15 USD BOM + 
Board + Assembly 
We are currently estimating the 
first lot of 5 pieces in Japan.



Single board layout floorplan
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• Power control, communication, and  
processing are integrated in 1 board. 

• When we measured operating current, 
power consumed by the wireless 
communication modules are 
dominant. Internal MCU power 
consumption is not dominant. 

• The network, wireless protocols, and 
security software stack is large and 
convoluted. 

• Initial schemes to reduce operating 
power partially power was not very 
effective. 

• The design was done using KICAD.



Comparison of IoT cloud services

• AWS IoT:

• IoT Core: Easy device connectivity to the cloud

• IoT Device Defender: Security auditing and monitoring of IoT configurations

• IoT Analytics: Analyzing IoT data

• IoT Greengrass: Run Lambda functions locally and send MQTT messages on devices

• Azure IoT:

• IoT Hub: Provides bidirectional communication between IoT applications and their managed devices

• IoT Central: A SaaS solution to connect, monitor, and manage IoT assets

• IoT Edge: Executing cloud intelligence directly on IoT devices

• Google Cloud IoT:

• IoT Core: A managed service that connects, manages, and ingests data from devices.

• Edge IoT: Edge computing functions running on Android Things and Cloud IoT Edge
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Comparison of IoT cloud services: Integration 
of cloud service

• AWS IoT: Powerful integration with other AWS services such as 

Lambda, SageMaker, and Kinesis.

• Azure IoT: Seamless integration with other Azure services such as 

Azure Functions, Azure Stream Analytics, and Azure Machine Learning.

• Google Cloud IoT: Can be integrated with other Google Cloud services 

such as Pub/Sub, Dataflow, and AI Platform.
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主要IoTサービス比較: 開発ツール

• AWS IoT: AWS IoT Device SDKを提供。

• Azure IoT: 複数の言語でのSDK提供。Azure IoT Workbenchツールもサポート。

• Google Cloud IoT: Cloud IoT Device SDKを提供。
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Components of Azure Sphere
• Azure Sphere MCUs (Microcontroller Units): Custom chips developed by Microsoft's hardware 
partners based on Microsoft specifications. MCUs constitute real-time and application processors 
with embedded network connectivity. Contains security technology configured by Microsoft to 
provide ROT of on-chip hardware.

• Azure Sphere OS: An operating system designed specifically for IoT applications. A 
customizedversion of Linux built by Microsoft to provide multiple layers of security. Azure Sphere 
OS consists of a custom Linux kernel, a hardware abstraction layer, and a set of security services 
that provide a secure software environment for applications.

• Azure Sphere Security Service: Cloud-based service performs device-to-device and device-to-
cloud communication. Certificate-based authentication is used, and only authenticated devices can 
connect to Azure Sphere services. Detect new threats and push OS and app updates to devices.
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